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Abstract:

Based on some enterprise-level workflow authorization mechanisms, a multi-dimensional and generalizable frame-

work for Separation of Duty is specified, and multiple labor dividing forms related to team-collaborated tasks can be restricted deeply

and all-sidedly . Coverage rules among these constraints are analyzed systematically. The correctness and completeness of these rules

are proved such that a basis for the automation of constraint administration is provided. As application of the rules, a detecting algo-

rithm for redundant dynamic constraints is given. Finally, the features of this model are verified via a case study.
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(h)A T ARUERR P G AN 03 i 7 1) &l P, $RAT:
programmer Fl tester 1) N AR BER 34E.

(i) A PR E I AR B ol 1 A B R e S g A
FRE , tester 1 t-arbiter A~HE H [R]— A B HAT:.

WA i THE 2R I3 ) R IR L fp-tester W02 T K&
N GUHEAT: R I Y 24 SRR SR 2

(DTE FP1 R N AURREARSH FT 1155 .

(k) FP1 GBS o A AN RE H [RIRE AN 5L A 7

M6 TAR LA R R T AL 45 5 £ SoD! 127,
1B 38 TR A A BAT: 55 AHSC RO AIDREBE SoD. % i 5K
(j), A8 FPLRI FT 3 SON H AT 55, MHEZLRTIIOT %
FOAAS B A N SO A BE AT HE ZE I AT 5, iX 2 A
FRE Y 54785 f-tester 5 programmer 5 SCH HJF ff 44, W
FEAT I N B, R 0] o 2 5 HE ST 4 0T 2 A R I 1A
HAREZS SHEZRMIK, R EOZE S = G A I %
ETEPAT . FEA SR, A 1 (FP1, programmer ) , ( FT, f-
tester )|, {( FP1, programmer ), ( FP1, fp-reviewer "W e
SSDTR , BV ] HERf 1 5K () (k).

DL =D AL 8 R A TR R P ARG S
ARG RIR BT B B A R A L B2
HWTE . SR8 R I —JT i) belong (u, r) R
HF w BMAEr B, role( r, ) RN M r AT LIZRH
f£55 1, cannot _do, (u, t) R A u AEEPATIES ¢,

SRAE HJE, BERZ R ] P TEAR 55 ORI B =0T
TR, W JCTE 4 A A AR, AR U R [
At BE belong ( u, programmer ) #1 role ( programmer , FP1)
R uw A TR 53 A (50 THE 2 T 0 2 AR AT:
55 B w IR WY AR A % A% . 4 i B LU panic<
belong( u , programmer ) , role( programmer , FP1) , belong( u ,
f-tester) ,role( f-tester , FT ) KAk () , He 52 bR 20 AR #%
AT A uw BBASBERE & programmer XJE f-tester , 5%,
B programmer NREFGIRZS FP1, 805 ftester NREFEIRZS
FT 3400 8 36 [Tk 29 1 5 5% A5 B cannot _ do,, (u,
FT)<belong( u, programmer ) , role( programmer , FP1 VAE
FFEIE E 4508 T () BT8R S0, AR 4 LA TR RE O Ok 4 ik
(k) Bpv] 2 88 HE AW 22 . 68 cannot _ do, (u, FP1)<
belong( u , programmer ) , role( programmer , FP1) BY cannot _
do, (u, FP1) < Dbelong ( u, fp-reviewer ), role ( fp-reviewer ,
FPU)#R R AR & A& B . SCHk [7 ] A9 32 2598 18] 5 STk
[8 124l B can-play() X 1. F belong() , Tl hold () X iz
T role (), ) T [FIAE A A RER A A BT 7 B 2
HAN , SCRR[S T i A BE AR BR A 20 L TR
SCHR AT 55 BR LR AT 380 | task (OE (1, vole ( OF
(u, UN)NOECet, CT) I <1(H CT R EFAL 55 %
EWES), HA N FE R AL task-role: U2 A BEFR A E
HIRTE o3 B Y IR S 2 Uk IR oV ] 2 B A R oE
], 5 B2 LT cannot _ do, () ZF15 3] {H 2, H A0t
FETERT I 18] B3, 1] A ) 75 5K (k) , #4520 programmer €
ole( OE (u, U)) N FP1 € task ( programer ) = cannot _ do,
(OE(uw, U), FP1) X FETE AR IR R IE . BB R UL,
R EEIE T S = AR R AR, 2 HiR R A T
HRPHRIRCR I IE ], W88 TCTE KGR () F1 (k) X FE
5 2K

(a) ~ (i) S 73R H p i 2488 SoD 73K, 1
AJTEASCA RAE G A5 2048 G 4R, Ik 1 s . il T
SSDTR )78 SUHATIZARFFIE , Fe1/F LUK BE Y 24 S 106 5
BT AR LY I rs, € SSDTR BJV AT {7 335 Hb 2 ik
iRk (a). 4 SSDTR LYRA I ZAL, Wb 3G E 1 (€, D,
designer) , (R, a-reviewer) } , -+, { ( cD, designer) , (R, a-re-
viewr) |, {( C, P, programmer) , ( T, t-arbiter) f,o- € SS-
DTR 3Eit 6k + 18 28290, FRIBE IR I .

AR FF5 7 T ) 5 ) DU T LA A A 2 R A v
FI TR TUAR . BN 1 90 & I9TE SLTURA

ts, € SSDTD> trs, , trs; € SSDTR CERI 1(1))

rs; € SSDR[> trs, € SSDTR (B 1(2))

trs, © SSDTR[> trs, , trs, , trs, & SSDTR (Fi 2)

FBL A KTURIG TR S SRR AR 75 0%
F, UL R TUAR AT H A HE



IR T ) Al G R AR A BR BT A B HE SR K U AY M 2093

R1 BREFEAR

L ARyt R
(a) trs,: { (P, member), (P, c_ checker) |
(b) trsy: 1 (A, analyst) , (R, a-reviewr) | ,
(¢) SSDTR  trs.: { ( Pg, programmer) , (T, tester) b,
(d) trsy: 1 ( Pg, programmer) , (T, t-arbiter ) |
(e) trs,: | (T, tester) , (T, t-arbiter ) |
g tsps A, R

L ‘ %

(g) ts,: 1 Pg, T}

( h) SSDR TSy { progmmmﬁrj tef'ter

(i) rs;: | tester , t-arbiter |

6 ZXRiE

ARSCHRYEAT 55 - A1 45 IR B H RIS A O A X
T2YERZ AL AT I B HE SR, RERE X 14T AT 55 A1 5%
445 R HR 5T 4] 70 JE 20 o 4 T TR B 20 5, R S 2 T
AT AL BE 1) 52 5 WA ST 00 B . Bl IS R GO0 B 1 2R
HEZR AR (3 SCRESE AL, D TUAR 2 ORI B2 A5 B
B UESE N $R B T BRSO 25 th Sl B TTAR AR
Al EE RN

TR AR SO R (Y Ze AT ML A TR ST

S 30k

[1] S Oh, S Park. Task-role based access control model[ J] . Journal
of Information Systems,2003,28(6):533 - 562.
FEIRAE, P VNE , 55 15 48 1 1) 32 0k Bl B s ) 4 1)
BRI T] ST EEHLAE B 3 5 56,2011, 17(8) : 1609 — 1623.
Zhai Z,Lu Y, et al. Scalability enhanced active-passive-inte-

[2

[

grated access control model[ J] . Computer Integrated Manufac-
turing Systems,2011,17(8) : 1609 — 1623. (in Chinese)
[3] Wu S, A Sheth,J Miller J, et al. Authorization and access con-
trol of application data in workflow systems[ J] . Journal of In-
telligent Information Systems,2002, 18( 1):71-94.
BAME, A 55 . R EhEAUE B it SCHR R AR AL (1]
VUG R A2 AR (HARBHERR) ,2012,46(4) :24 - 31.
Zhai Z,Xi J, et al. Association inheritance mechanism in active

[4

[

authorization management( J] . Journal of Xi”an Jiaotong Univer-
sity (Natural Science),2012,46(4) :24 — 31 . (in Chinese)

(5] RSk, P 5L R 55 1 AR R BEAURE B Je 2901
R[] AHRHLIFTE 5 K, 2005, (11) :1946 - 1953.

Xing G, Hong F. A workflow authorization model based on role
and task and constraints speciﬁcation[] 1. Computer Research
and Development,2005,42(11) : 1946 — 1953. (in Chinese)

[6] Wang Q, Li n. Satisfiability and resiliency in workflow autho-
rization systems [ J]. ACM Transactions on Information and
System Security,2010,13(4):1 - 35.

[7] J Wainer, P Barthelmess, A Kumar. W-rbac—a workflow secu-
rity model incorporating controlled overriding of constraints[ J] .

International Journal of Cooperative Information Systems, 2003,

12(4) :455 - 485.
[8] E Bertino, E Ferrari, V Atluri. The specification and enforce-
ment of authorization constraints in workflow management sys-
tems[ J]. ACM Transaction on Information System Security,
1999,2(1):65 - 104.
[9] Liu D, Wu M, Lee S. Role-based authorizations for workflow
systems in support of task-based separation of duty[ J] . Journal
of Systems and Software,2004,73(3) :375 - 387.
[10] Z=RAE, 95 0, 50 R, S5 7 o) 45 i A A0 A 5 e Ik
A T]. B FEHR,2012,40(4) 1805 - 813.
Li F, Su M, Shi G, et al. Research status and development
trends of access control model[J]. Acta Electronica Sinica,
2012,40(4) :805 — 813. (in Chinese)

(11 F NI, Ak e, sk vr . 36 T Ja M 10 7 T 4 o A 5 o
[J]. HF2£41),2010,38(7) : 1660 — 1667 .
Wang X, Fu H,Zhang L.Research progress on attribute-based
access control[ J]. Acta Electronica Sinica,2010,38(7) : 1660
—1667. (in Chinese)

[12] FAEH, 105 E . —Fl XACML B of 58 K S04 43 M 7
L] LA, 2009,32(3) :516 - 530.
Wang Y, Feng D. Conflict and redundancy analysis method for
xacml rules[ J] . Chinese Journal of Computers,2009,32(3):
516 - 530. (in Chinese)

[13] V Kolovski,J Hendler, B Parsia. Analyzing web access cont-
trol policies| A] . Proceedings of the 16th International Confer-
ence on World Wide Web[ C] . Banff, Alberta, Canada, 2007 .

677 — 686.
EE T
BiggE B,19774 5 B4, ki A
N 2012 AR B T A8 B BT K 24 B ML B
- Rl 3R T 21200 B W7 TR 22 B
;‘5 BT TR, FENFE R L2 5T
<> I e ) TG AR

y E-mail : zhaizhinian @ gmail . com
i
2\
@ ONA

AIHE B ,1976 4F 5 A A4 BRIG 3G A .
1997 4F- 2003 4711 2008 4743 7 76 g 5 K R
i YR N R NE 2/ 2 1 2 L L [l n [
SR 1T e A Wb [y N A =R R G Rt |
Az, FENF TAEW  RG L 4  Petri M Pi Jil{

) AT R BFST .
do b

BEF  J 1962457 JAE LTI, . B A g TR
FIHRNEB R S, B LA R 5 20 A R G807 T O

o



